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Agenda 
▪ Cyber Risk – prompting action and review 
• Why are we concerned? 
• What are common examples in education? 

▪ Major Regulatory Concerns? 
• Alphabet soup - who’s expecting what? 
• Alabama Data Breach and Notification Law 

▪ Q&A 



CyberRisk and Compliance 

Cyber Risk 
▪ Any risk of financial loss, disruption or damage to the 
reputation of an organization from some manner of 
failure in its information technology systems 



CyberRisk and Compliance 

Cyber Risk 
▪ Common Examples 
•  Identity Theft 
• School Official Impersonation 
• Damage to reputation, loss of confidence 
• Damage to school resources, computers, networks 
• Safety concerns 
• Lawsuits alleging trademark or copyright infringement 
• Misinformation 
•  Invoice/Accounts payable errors 
• Disgruntled employees - access controls 
• Regulatory compliance failures 
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Most Common Techniques for Data Theft 
 
• Social Engineering – Phishing, Spear-Phishing 
• Ransomware 
• Too much access, poor access controls 
• Allowing personal devices on school networks 
• Lack of proper IT controls, such as patching 
• Angry employees 
• Allowing students to serve as IT experts 
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Regulatory Concerns - Alphabet Soup 
 
• FERPA 
• PCI 
• GLBA 
• HIPPA 
• CIPA/COPPA 
• PPRA 
• NSLA 
• IDEA 
• EUGDPR 
• AL-DB Act 
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Alabama Data Breach Notification Act - June 2018 

Requires an entity to react formally to a suspected data breach 
 
•  What is the nature and scope of the breach? 
•  What type of PII is involved, and, to whom does it belong? 
•  Is it believed that the PII has been stolen? 

•  If so, is there an expectation of harm to the person(s)? 
•  What actions have occurred to contain the breach? 
•  How many Alabama residents were affected? 
 
“Yes” to these questions requires notification. 
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Alabama Data Breach Notification Act - June 2018 

Requires an entity to react formally to a suspected data breach 
 
•  If the PII was stolen and harm could result, we must notify the affected individuals no later than 45 days from breach date. 

•  Notice can be sent via email or USPS 
•  Notice must contain explanation of event and remedy 

•  If PII wasn’t stolen and no harm is anticipated, no notice 
•  But, the entity must document the incident 
•  And, retain the documentation for 5 years 
•  WHAT’s an incident? 
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Alabama Data Breach Notification Act - June 2018 

Requires an entity to react formally to a suspected data breach 
 
•  If more than 1,000 Alabama residents were affected 

•  The Alabama Attorney General must be notified 
•  Credit reporting agencies must be notified 
•  Fines and additional actions are likely to follow 
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Incidents - common types 
 
The most frequently experienced type of K-12 Cyber 
incident in 2018 were data breaches.  The breaches 
occurred most frequently as the result of: 
•  Unauthorized disclosures of data by employees, mainly 

due to human error 
•  Unauthorized disclosures of data by vendors and 

partners 
•  Unauthorized access to data by K-12 students 
•  Unauthorized access to data by external actors 
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Q&A 
 

Thank You! 


